ITamsaTKa 0 cIOCO0aX COLUAIBbHON MHKEHEPUHM U HEO0OXOAUMBIX Mepax
0e30macHOCTH

CoumanpHass WHXXEHEpPUSI WA «aTaKka HAa YEJIOBEKa» — 3TO COBOKYIIHOCTh
MICUXOJIOTUYECKUX U COLMOJOTHUYECKUX MPUEMOB, METOJOB U TEXHOJIOTUM, KOTOPHIE
MO3BOJISIOT MOJIYYUTh JOCTYN K KOHPUACHIIUATbHOW HHGOPMAIUH.

KubepnpectynHuky Bce yalie UCHOJIb3YIOT METO/Abl COIMAIIBHON MHKEHEPUU
JUTSl IPOHUKHOBEHUS B UHMPACTPYKTYPY OpTraHU3aIMK TIPH 1iejeBoi atake. CoriacHo
CTaTUCTUKE, KOJUYECTBO aTaK C UCIOJb30BAHHEM COLMAIBHON WHKeHepuu B 2021

rojy BbIpocsio Ha 216%. 310yMBIIIIEHHUKY, IPEAITPUHUMAS TONBITKA HANTH JOCTYII
K CUCTEME WJIM LIEHHBIM JIaHHBIM, HCIOJIb3YIOT CaMO€ YS3BUMOE 3BEHO — YeJIOBEKa.
[Ipocrtoit npumep — TenedOHHBIN 3BOHOK, T/I€ TPECTYNHUK BbLAAET ce0s 32 KOTO-TO
JPYroro, MbITasiCh y3HaTh Y aOOHEHTa KOH(PUACHIMAIBbHYIO0 HH(OpMaIUIO, Urpas Ha
YyBCTBaxX 4YeJIOBeKa, OOMaHbIBas WM IIaHTaxXupys ero. K cokajseHuto, MHOTue
OPOJOJKAIOT TOMAJaThCs Ha TaKWE JIOBYIIKM M JOBEPUYMBO PACCKa3bIBAIOT
COILIMAJIHBIM XaKepaM BCE, UTO UM HYKHO.

YenoBeueckuil (akTop MO-NIPEKHEMY OCTaeTCsl cIabbIM 3BEHOM B JIIO0OMU
CUCTEME 3alllUThl, MOATOMY CETrOJHS KaK HHUKOIJla BO3pacTaeT MOTPEOHOCTh B
00y4eHUH COTPYAHUKOB OCHOBAM MH(OPMAIIMOHHONW 0€30MacHOCTH.

Taxke CTOUT OTMETHTh, YTO Ha TEKYIIMH MOMEHT COLUalbHas WH)XXEHEPHS
YCTaHOBMJIA IIPOYHYIO CBSI3b C KHOEPIPECTYITHOCTHIO,

PaccMoTpum camble mOMyJasipHbIe METOAbI CONMATBHON HHKEHEPUH

Tak Ha3bpiBaeMas «ATaka Ha 4YEJIOBEKa» MOXET MPOU3BOJIUTHCS MO MHOIUM
CIIEHApHsIM, HO CYIIECTBYET HECKOJIbKO Hambosiee pacnpoCTpaHEHHBIX TEXHUK
paboThI 37T0YMBIIIJICHHUKOB.

dumuHr
OCHOBHOU YNOD HA HEBHUMAMENbHOCb.

Meton cOopa MOIB30BATEIBCKUX JAAHHBIX ISl aBTOPU3AIMH — OOBIYHO 3TO
MacCOBBI€ PACCBUIKM CIlaMa IO 3JIEKTPOHHOW mouTe. B KilaccuueckoM clieHapuu
HA TIOYTY KEPTBHl MPHUXOAUT TOAJEITBHOE TMHUCHMO OT KaKOH-TO W3BECTHOM
OpraHu3alliy ¢ IPOCHOOI MEPEHTH MO CCHIIKE U aBTOPU30BATHCS (BBOJ KOMOMHAITUN
JoruH/mapoiib). YToObl BBI3BaTH OOJBINE JOBEPHUS, MOIICHHUKH MPHUIYMBIBAIOT
CephE3HBIC MPUUMHBI JISI TIEPEX0/1a M0 CChUIKE: HANPUMED, MPOCST MOTEHIIUATBHYIO
KEpTBY OOHOBHUTH TMAapOJb WJIM BBECTH pA3IUYHOTO pOJA MEPCOHATBHYIO
unpopmarmto (GO, Homep Tenedona, TOTKHOCTD U T.1.).

Tposin

OcHOo8HOUL YNOp HA HEBHUMAMENTbHOCHIb, D08epuUe.

Bupyc He 3ps moiay4uia cBo€ Ha3BaHHE I10 MIPUHIUITY PAOOTHI TPOSTHCKOTO KOHS
u3 ApeBHerpeueckoro Muda. Tomabko TMpHUMaHKOM 37eCh CTAaHOBUTCS email-
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COOOIIIEHHE, KOTOPOE MPU KIACCUUECKOM CIIEHApUU MOIIIEHHUKOB 00€IIaeT OBICTPYIO
MpUOBLIb, BBIUTPHIII WU APYTHE «30JIOThIE TOPbD» — HO B PE3yJIbTaTe UYEIOBEK
MOJYyYaeT BUPYC, C MOMOIIBIO KOTOPOTO 3JIOYMBIIIJIEHHHUKH KpPAaayT €ro JaHHbIE.
JlaHHBI BHJ aTaku TOXKE€ HEOOXOJMMO OTHOCUTh K METOJlaM COIMaJbHOMN
WH)XEHEPUHU, MOTOMY YTO CO3JaTEId BHpPYCAa KakK MPaBUIO XOpPOLIO 3HAIOT, Kak
3aMacKUpOBaTh BPEIOHOCHYIO MPOrpamMMmy, YTOObl Bbl HABEpPHAKA KIUKHYIU 10
HYKHOM CCBUIKE, CKayajau U 3amyCcTuiu (ai.

Yacto COTPYAHUKM HENPEIHAMEPEHHO IIOMOTalOT 3JIOYMBIIIJIEHHUKY B
Pa3BUTUU aTaku, Mepechlias 3apa)KEHHOE MUCHBMO KoJIJIeraM ¢ MPOChOOW OTKPHITH
BJIOKEHUE WM TMEPEeNTH Mo ccbuike. Hampumep, B Tene mucbMa HUCHOIB3YIOTCS
GbOpMYITUPOBKM U3 TOBCEAHEBHOW CIY)KEOHOM JESATEIBHOCTH. «YBa)kaeMble
HAaYaJIbHUKY TOJpa3/IeJIeHuid, HarpapiisgieM rpaduK OTIYCKOB Ha TEKYyIIUW TOJI.
IIpocum poect 10 cOTpyAHUKOB U T.A. C yBaxkeHHEM, OTIAeN KaapoBy». llpu
MOJIOKUTEITLHOM JIJIsI 3JIOYMBIIIUICHHUKOB Pa3BUTUHM COOBITUM MUCHMO MEPEChIIAETCS
10 opraHu3aiu. B cBOI0 ouepesb COTPYAHUK, MOJYUYUBIINN MTUCHMO YK€ OT CBOETO
KOJuIeTH abCOTIOTHO HE MOA03PEBAET O HAIMYUU CChUIOK Ha BpegoHocHoe T10.

Kak TonbKO B3JIOYMBINUICHHUK YOEIWJICS, YTO COTPYAHUK TMPUHSIT €Tro 3a
KOJUIETY WJIM KaKOe-TO JOBEPEHHOE JIUIO, PACIIPOCTPAHMII MUCHbMO MO OpraHU3alNH,
B XOJI€ NAJIbHEMIEN NEPENUCKH OH MOKET MOMbITAThCS MOJYYUTh HYKHYIO €My
uH(GOpPMAIIHIO, HE BBI3bIBas MOJ03pEeHHM. Tak MOKHO y3HATh BEPCHUIO UCIIOIB3YEMOTO
[10, nanuuue aHTUBHpYyca HA paboyeM KOMIIBIOTEpPE, ANEKTPOHHYIO MOUTY APYTHUX
COTPYIHHUKOB, HOMEpa MOOUJIBHBIX TeIe(OHOB, CTPYKTypy KommaHuu. Bce 370
OPEACTABISET LEHHOCTh U MOXET HCIOJIb30BaThCAd MPU IJIAHUPOBAHUU U
IPOBEJACHUU MOCIEAYIOIIUX COLIMOTEXHUYECKUX aTaK.

3/I0YMBIIJIECHHUKA YacTO OMNMPAIOTCA Ha CTpaX, JKAAHOCTb, HAIEHKIbL,
OKHJIAHUS U APYTHME 3MOIMHU, KOTOPbIE MOTYT 3aCTaBUTh MOJb30BATENsl MOAAATHCS
CUIOMUHYTHOU cnaboctu. Korga BHE3amHO Ha MOYTY MPUXOAUT MUCBMO «CHHUCOK
COTPYIIHUKOB Ha YBOJIBHCHHE)» — TMIOJBh30BaTEIh 3a0bIBa€T 00 DIIEMEHTApHBIX
MpaBWIaX TEXHUKH KUOEpOEe30MacHOCTH, OH JaXe HE 3aJyMBIBACTCS, MOYEMY MY
BOOOIIE TIPHIILIIO MOJ00HOE TUCHMO.

YacTto ObIBaeT Tak, 4YTO UMEHHO TEMa MUChMa MOOYKIAET COTPYIHUKA OTKPHITh
€ro, MEePEUTH TI0 CChUIKE, CKauaTh U 3aMMyCTUTh (haily, He pa3dupasch — KTO ajpecar
Y [I0YEMY JJOMEH OTHPABUTEINS HAMMCAH KAK-TO CTPAHHO.

Ecnu He1ocTaTOuHO BHUMATENIBHO OTHECTUCH K MPOYTEHUIO TAKOTO MTHUChMA, TO
MIOJBOX 3aMETHUTh HEMPOCTO.

[IpenckasyeMo cTpax yBOJIBHEHHS WA COKPAILIEHUS — JOCTATOYHO MOIIHBIN
dakTop, 4TOOBI 3a0BITH O MpaBWiIaX HHGOPMALMOHHON OE30MACHOCTH: MUCHhMa C
Tako TeMOW B OOJIBIIMHCTBE CiIy4yaeB MNOOYXKAAJIM I[OJb30BaTeIe COBEPIIUTD
MOTEHIIMAJIBHO OMACHOE AeHCTBUE. BBICOKMI MPOUEHT ycnexa MOKAa3blBalOT MUChMa,
rI€ €CTh  CJIOBAa  «IPEMUSD»,  «IHOOLIPEHUE»,  «IIOBBIIICHUE  3apILIaThD):



3II0YMBIIIJIEHHUK MOKET TAKXK€E MONBITATHCA MPUBA3aTh TEMY PACCHUIKM K KAKOMY-TO
3HaMEHATEJILHOMY COOBITHIO (€CJIM PACIIONIAraeT, HalpUMEp, CBEJCHUSAMHU O HEJaBHO
MPOLIEAIIEM B KOMIAHUU KOPIOPAaTHBE), NPOPECCUOHATBHBIM U TOCYAApCTBEHHBIM
IIPa3THUKAM.

Jopo:xkHoe s10,10K0

OcHo8HOUL yNop Ha 008epuUUBOCMb, THI0OONBINCMBEO

[IpencraBnsger coOoit ajganTalUi0 TPOSIHCKOTO KOHS W COCTOMT B
MCTIOJIb30BaHUU buznyecKnx HOCHUTEICU (CD, bd1II-HAKOIUTEIIEH ).
3NI0yMBIIIJIEHHUK OOBIYHO TOA0pAchIBA€T TaKOW HOCHUTENIh B OOLIETOCTYIMHBIX
MECTax Ha TEPPUTOPUU KOMNaHWU (MAPKOBKH, CTOJIOBBIE, paboune Mecrta
COTPYJHUKOB, TyaJieThl). J[Jig TOro, 4TOOBI Y COTPYIHUKA BOSHUK UHTEPEC K TAHHOMY
HOCHUTEJIIO, 3JIOYMBIIUJIEHHUK MOJKET HAHECTH Ha HOCHUTENIb JIOTOTUI KOMMIAHUM M
KaKyro-HUOyAb ToAnuch. Hampumep, «IaHHBIE 0 mOpojaxax», «3apruiaTta
COTPYIHUKOB», «OTYET B HAJIOTOBYIO» U JIPYTOE.

Ycayra 3a ycayry

OcHO8HOU YNOp HA 008ePUUBOCMb

Hcnone3ys 3TOT METOH, 3J0YMBINUIEHHUK MPEICTABISIETCS COTPYAHUKOM
CIIy’)kObl TEXHUYECKON MOAJIEPKKM U CIpalmiuBaeT o0 Haiauuuu cOoeB B pabore
OpPOrpaMMHOr0 OOEeCIeYeHUs, TMpejularaeT WCIPaBUTh BO3HUKIIKWE HEMOJaJAKU
B cUCTeME JIMOO0 MPEeIyNpeuTh O BEPOATHOCTU UX HACTYIUICHHS, XOTS HA CAMOM Jielie
npo6siem B padote [10 He BozHmKazo. JKepTBa BEpUT B HAJTMYKME HEUCIIPABHOCTEH H,
BBITIOJNHSSL YKa3aHUS XaKepa, TUYHO MepeaacT eMy JOCTyI K BaKHON HH(OpMaIuu.

PacnipocTtpaneHHbIli  clieHapWii, KOrja TIOJb30BaTelIb CaM TOBOPUT 00
OTCYTCTBHM BpPEMEHH M COO0OIIaeT HEeOoOXOAWMBIE Mapojad IS TOTO, YTOOBI
COTPYAHUK TEXHUYECKOW MOJJIEPKKA CaMOCTOSITEIBHO MPOBEI HEOOXOIUMBbIE
MaHUMIYJISLHH.

OoOpaTHasi couMaabHasi MHKEHEPUs

OcHo8HOUL ynop Ha 008epUUBOCHLb, HEBHUMAMETbHOCHLb

Meronuka HampaBleHa Ha TO, 4YTOOBI JKepTBa camMa o0partuiaach K
COIMAILHOMY HWHXXEHEPY M BbIJaja €My HEOOXOIMUMBIC CBEICHUSA. OJTO MOXKET
JOCTUTATHCSI HECKOJIBKUMH ITYTSIMH:

Bueapenue ocodoro 11O

OcHo6HOU YNOp HA HeGHUMAMEbHOCHb

Ha snexTpoHHyI0 MOYTY MOCTyMaeT NUCbMO, HHHOPMUPYIOIIEE O BO3MOKHBIX
cbosx B paboOTe YacTO HCIOIB3YEMOTO MPOTPAMMHOTO oOecmedeHus (Hampumep,
naketr o(puCHBIX mporpamMm). B 3ToM ke mUChMe yKa3aHbl KOHTAKTHBIE JIaHHbBIC
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CHEIUANINCTa TEXHUYECKON MOIJEPKKH, HCIOJIb3yEMBbIE 3J0yMbIIIICHHUKOM. [lpu
BO3HUKHOBEHUMM c00g B pabore BbiuenepeurcieHsoro I10, mnons3oBarens
BCIIOMHHAET O PaHEe MOCTYIUBIIEM MNPEAYNPEKACHUN U  CBSI3bIBAETCA CO
3JI0YMBIIIUIEHHUKOM B JIMIIE TEXHUYECKOTO CIEIUAIHCTA.

Taxum oOpa3om, cutyanus 3apaHee IOJACTPOEHA, I0JIb30BATENb CBSI3bIBAETCS C
couManbHbiM xakepoM. Hanaxupast pabdoty IO, npousBoasTcs HEOOXOAUMBIE IS
B3JIOMa MaHUMNYJISUMU. A KOrJa B3JIOM OOHApYKUBAETCS, COLUMAIbHBIA HHXKEHEP
OCTaércs BHE MOAO3PEHHUs (IIOCKOJIBKY CO3JA€TCsl BIEYATICHUS, YTO OH IOMOraj
BaM).

SAK/IIOYEHUE
C  y4eTOM  M3JIOKEHHOIO, CaMble  pPAcHpOCTPAHEHHBbIE  CIIEHAPUU

BBIIIICYKA3aHHBIX aTaK peaau3yrTcs myteM email-pacchuiok.

[IprunHOl TOMY OTHOCHTENIbHASA JCIICBU3HA M MPOCTOTA TAKUX METOAOB, a
TaK)Xe BhICOKast Y(PHEeKTUBHOCTB.

Ha texymuii MOMEHT 1ieI€BOM BEKTOpP TMOJAOOHBIX aTaKk 3HAYUTEIIHHO
CMECTWJICS OT TIOJy4eHHs JocTtyna K wuHpopMamuu K €€ YHUYTOXKCHHIO
(6;10KMPOBAHUIO) TTYTEM NMPUMEHEHUS BUPYCOB-IIU(PPOBATBIITUKOB.

JI7 psiiOBBIX TMOJIB30BATEIIEM CaMblii aKTYyaJIbHBIM M JIEMCTBEHHBIM COBET —
BCEI/la OCTaBaTbCAd OIUTENBbHBIMU, MPOBEPITH HHPOpPMALUIO OO0 OTIpPABUTEIIE,
IpEeX/Ie YeM IMEepPEerTH MO CChUIKE MJIM CKadaTh mpejjaraemblii Qaitn — ybenurbes,
YTO 93TO HE BpeAOHOCHBIM pecypc. [lomyueHHsle ¢aiinpl Tepen OTKPBHITUEM
HEOOXOMMO TMPOBEepUTh ¢ Tmomomblo aHtuBupycHoro IIO. Croutr Takxke
YAOCTOBEPUTHCSA, UTO JIOMEH OTIPABUTENSA JIETUTUMHBIA WU pealbHbld. B ciyuae
BO3HMKHOBEHUSI COMHEHUN, PEKOMEHAYETCS MPOBEPUTH, AEHCTBUTEIIBHO JIM aJpecar
OTMPABJISUT JAHHOE MUCHBMO U SIBISIETCS JIM OH HACTOSIIIMM BIIAJEIbLIEM JOMEHA U
(WIM) SIEKTPOHHOIO SIIMKA, CBSA3ABLIMCh C HUM KaKHUM-TO aJlbTEPHATHUBHBIM
Croco0oM, HampuMep, 9epe3 MECCEHIKEP UITH TI0 TeIedoHy.

CBOEBpEMEHHOE BBHISIBIICHWE W TMPECCUYCHHE aTaKd TO3BOJIMT H30EXKaTh
CEpPbE3HBIX MOCIIEICTBUM.

Uto Kacaercs OpraHM3alMOHHBIX MEp, TO OCHOBOU SIBIISIETCS CUCTEMAaTHUYECKOE
MOBBIIIIEHNE OCBEJOMJICHHOCTH COTPYAHUKOB B 00JacTd WHGOPMAITMOHHON
0€30macHOCTH.

UccnenoBanne kommnanuii B odnactu b mokassiBaroT, uto 38% opranuzanuii
BOOOIIE HE MPOBOJAT TPEHUHTHU JJII COTPYIHUKOB 0 Boripocam Wb, a 37% nenator
3T0 (opMmanbHO, 0e3 Kakou-1ubo npoBepku AHPEeKTUBHOCTU. XOTSA MPOBOJUTH
MEePUOANYECKOE O0yYEHUE C KOHTPOJIEM MH(POPMHUPOBAHHOCTH Ka)JAOTO COTPYAHHKA
KpailHe BaxHO. [Ipm 3TOM mnpouecc MOBBILIEHUS OCBEAOMJIEHHOCTH JOJDKEH B
MEPBYIO oOuepeb ObITh HAMpaBieH Ha MPAKTUYECKYI) CTOPOHY oObOecredeHus
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0€30MacHOCTH, a KaXIbli COTPYIHUK JOJDKEH IMOHUMAaTh CBOM OOSA3aHHOCTH U
OTBETCTBEHHOCTH 3a oOecneuenue Ub.

OTnuyHas mpakTUKa, KOTJa COTPYAHMKH OIOBEIIAIOT mnonpasneneHus b o
TOM, YTO UM MPUIUIO COMHHUTEIBHOE MHUCbMO, OCOOEHHO €CJIM 3aMEeTHO, YTO Haj
pacchUIKON THIATENbHO MopaboTanu. B Takom ciydae, maxke eciu 3apaxe€HUE WIH
yT€UYKa UMEIU MECTO, €II€ MOYKHO YCHETh ONEPATHUBHO OTPEAarupoBaTh HA aTAKy U
MPUHATH KOHTPMEPHI.

OcHOBHBIE MEPbI nmo 3almuTe oT BBIIICIICPECYHNCTCHHDBIX BHUI0B
COIMaAJIbHBIX aTaK.

— CoxpansiiTe 0auTebHOCTL. Becerna oOpamaiite BHUMaHue Ha OTIPABUTENS
NUCEM M ajpec cailTa, rjie coOupaeTech BBECTH KaKHE-TO JIMYHBIE JaHHBIE.
Ecam sro mouyra Ha JOMEHE KpPYIHOW OpraHu3aluH, YAOCTOBEPBTECH, UYTO
JOMEH HMMEHHO Takoi M B HEM HET omneyaTok. Eciaum e€cTh COMHEHHS —
CBSDKMTECH  C TEXNMOAAECPKKOM WJIM MPEACTABUTENIEM OpraHu3alud 10
oQUIMANTbHBIM KaHAJIaAM.

— Hcnoab3yiiTe TOJBKO 10BePEeHHBIE HOCHUTEIN HH(OPMALIMH.

— He nmepexoaure Ha MNOAO3PUTEJbHbIE CAWTBI M He CKaYMBaiTe
COMHHUTeJbHBbIe (alyIbl, OJUH W3 CAMbIX JIyUIINX MOMOUIHUKOB COI[MATbHOMN
UH)XEHEpUU — JIFOOOTBITCTBO.

— He wucmoab3yiiTe OIMH M TOT e NAPOJb Ui JOCTylla K JUYHBIM U
KOPIOPAaTUBHBIM (pabounM) pecypcam.

— MHcnoab3oBanue AHTUBHPYCHOT' 0 NPOrpaMMHOI0 o0ecrneyeHHUs.
Heponymenue ero oTKiIrO4eHHUS.

— CucremaTnyeckuii HMHCTPYKTa:XK. Bce COTpyIHUKM JOJDKHBI  OBITh
IPOMHCTPYKTUPOBAHBI O TOM, KaK BECTH ce0s MPU OOHAPY>KEHUH MOMBITOK WU
OCYILIECTBIICHUS] HE3aKOHHOT'O IIPOHUKHOBEHHSI.
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